‘OFFICE OF THE DATA PROTECTION COMMISSIOMER

ODFC CHOMPLAINT NO. 860 OF 2023 AS CONSOLIDATED WITH ODPC
COMPLAINT NO.978 OF 2023

BRIAN KIWIANT. .o ..ot ensrnsmsnnemuns sume s Poungnanns s 15T COMPLAINANT
A'NNSAL@ME WANGART........ s s 200, COMIPLAINANT
-VERSUS-

ZILI.IONS CREDIT LIMITED......... Al e R s m wenrsnsnnnnenns RESPONDENT
DETERM.NATION

(Pursuant to Section 8(f) and 56 of the Data Protection Act, 2019 and Regulation 14
of the Data Protectiony ‘Complaints Hendling Procedure 3nd Enforce: nent) Regulations,
2021) '

A. INTRODUCTION

1. The Constitution cf Keriya 2010, under Article 31 recognizas the right to privacy.
Consequently, in an effort to furthar guarantee the same, the Data Prote-tion
“Act, 2019 (hereinafter as “the Act”) was enacted. Section 8 (F) of the Act
pfovides that the Office can receive and investigate any complaint by any
person on infringements of the rights under the Act. Furthermore, Section 56(1)
provides that a data subject who is aggrievad by a decision «.f any person under
the Act may lodge a complairt with the Data Commissioner in accordance with
the Act.
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2.

Ul

(a)
(b)
(©)
(d)

f
)

The Gffice of the Data Protection Commisys}s‘ioner (hereinafter as “the Oﬁ:icé”) is
a regulatory Office, established pursuant tc the Data Protection Act, 2019. The
Office ‘is‘ mandated with the responsibility of regulating tne processing of
personal data; ensuring *hat the preccessing o persoral data of a data subject
s guided by the principles set out in Sec:ion 25 of the Act; protecting the privacy
of individuals; establishing the legal and institutional mechanism to protect
personal data and providing data subjects with rights and remedies to protect

their parsonal data from processing that is not in accordance with the Act.

. The Office received two (2) complain:s by the 15t and 2" Complainants on 25

May 2023 and 12% Juna 2023 pursuant to Secticn 56 of the Act and Regulation
14 of the Date Protection (Complaints Handling Procedure and Enforcement)
Regulations, 2021 (hereinafter as “the Requlations”) has conducted

investigations into the complaints.

The Responden is a digital credit provider that runs Metaloan and Zash loan
products and the complainants are parties who receivad messages from the

Rzspondent.

The Office, in exercise of its mandate as envisaged under the Act and in the
proniotion of * istice, notified the Respondent of the: complaints filed agairist it
vide a letter dated 2% June, 2023 and received by the Respondent on 215
June, 2023. In the notification of the complaint filed against the Raspondent,

the Respondent was to provide: -

A response to the ullegation made against them by the complainants;
Any relevarit nacerials or evidence in support of the responise;
The standard contract between themselves and the complainants.
The legal basis relied upon to process and engege with the complainants,
whether or how they fulfill the duty fo nctify under Section 29 of the Data
Protection Act, 2019;
Demonstration of how the Rasponcent talances the rights and freedorns of
the data subjects vis-a-vis their interrial policies and proced..res;
Detalls (in writing) of:

Page 2 of 9

Ref: ODFC/CONF/1/7/2 VOL 1(28)



(D The mitigation rneasuras adopwd or bemg adop‘ted Io address

;  matters arising from thz complaints;

(ii) ThL.. technclogical arid organizational <aieg1uarda that have been put
in place to ensure thet such occurrences rnwntlorned in the complamts
do not take place again; and : ‘

(i) - Their data protection policy ouflining the comp’lain’ts ‘handling

| ‘me chanlsms to deal with matters relatmg to tne rights of a data
sub1ert under the= Act, the Reguiations, and any alleged contrave'mon
directed to their attenticn by data subjects.

(9)  Deronstration (by way of a written statement) of their level of conipliance
with the requirements under the Act and the Regulations. In particular, an
elaborete representation of how & data subject can exe cise their rights in
reiation to data prot:cticn.

6. On 3 July, 2023 the Respondents wrote an email requasting to resolve th?
complaint tarough Alternetive Dispute Resclt tion (ADR) but still filed its
response to the complaints vidz a letter dated 4 July 2023.

/. It is noteworthy that the ADR proress was not succassfyl necessitating this

Difice to centinue with investigations into the compaaints.

8. Upon receipt of the Respondent’s emeil and response letter, investigaticns were
conducted as required by Regulation 13 (1) of the Data Protection (Complaints
Fandling Procedure and F:nforcement) Regulations, 2021.

9. This determination is pegged on the provisicns of Regulation 14 which states
tha the Data Commissioner shill, upon the conclusion of the Investigetions,

make a determination based orn the iindings of the investigations.

B. NATURE OF THE COMPLAINTS

10. The 1t Conplainant alleged that etz Loan, a product of the Resporident, was
calling #ind asking him to repay their loan. He averred that he never took a loan
from the Respondent. Later, they called asking im to talk to & third party to
pay their loar:.
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11.The 2 “oriplainant aleged that she was receiving unending calls from Zash
Loan, a product 0%‘::he’ Responident, telling her to pay a third paity’s loan since
jifhe, person used her as a guarantor. She attachec screenshots-as proof of the

" many-calls she received fron: Zash Loan.

(25 'I HE M EPONDENT’S RE.:oF’ON‘SE
12.The f'?;e,.pondent via 4% July 2023 responded to the Notlf;rataon of Comp!amt
_ On the 15t Corplainant, the Qespor ident averred th t his Contact cletails were
pmwded by a third narty who was one of thei borrowers viho was required to
provide alternative phone numbers in addition to their primaw phone number

when applying for a loan.

13. Further the Respondent stated that the alternative phons nuinber aids in
reaching the customer in the event that they are unreacheable on their primary
phorie number and that it is only used to request the third narty to pass
information to the borrower to pay their outstanding loan facility is at least 100

days overdue.

14 The Fiespondeht further confirmed that the 15t Complainant was contacter! but
stated that it was only for parposes of requesting him tc pass informiaticn to the

borrower to repay the loan she had with the Responceri.

1¢.The Respondent stated that the contact details of the 1t Complainant was
available to thain through its voluntary submission by the borrower ard denied
that the 1t Complainant was asked to repay any loan facility and rio evidence

was provided in that regarcl.

16.V/ith regards to the 2n¢ Complainant, the Responcent acknowledged that they
received the email correspordance frem the Comolainant complaining of the

uhending calls from Zash Loan.

Page 4 >f 9
Ref: CDPC/CONF/1/7/2 VOL. 1(28)



17.The Respordent averred that the 24 Complainant was informed that her
number kad been provided by a borrower as an em2rgency contact when they
applied for a loan facility. T’hey informed the Complainant that they were not
required to pay any loan facility l:»ui: viere contacted to pass information to the

borrower to pay thei loan.

The Respondent provided evidence of an email correspondence dated 9% June
2023 sent to the 2™ Complainant statiing their reasons for calling her whica was

{:0 pass informatior to the borrowar to repay their loan with them.

18. The Respondent confirmed that they do not have a standard contract between
themselves ana the Complairants because tiey were not their primary

custoners.

19.0n the lega' basis of engaging with the Complainanis, the Respondent averred
thet the contact details were voluntarily provided by their customers at the point
of taking a loan facility. However, due to the number of compiaints received by
their customers, thay have updated their Terms of Conditions anc their Privacy
Policy.
Further, they Iavz introduced an Emergency Contacts Privacy Notice to clarify
its pelicy and its dealings as related fo emergency contacts provided by their

borrowers. They annexed the Notice as avidence of the same.

20.The Respondent stated that they ae undertaking technological reforms which
are at a testing :stage whereby an emergency contact will receive « notification
link to verify treir defails and accept or decline being added as an emergency

contact and accept the terms of the Emergency Contacts Privacy Notice.

21.With regard to the question of the duty to notify under Section 29 of the Act,
the Respondent stated that they have a Privacy Policy in place which sets out
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provisions relating to the information that they collect, why the information is
collectecd, how the_-, informaticn collected is used and shared, where the
information is stored, the obligations and rights of the customers zs data

subjects and ;zrovisions relaling o data retention.

They also averred that they have a Dafa Protection Policy ir. place which
provides that they adhere to the principles listed therein relating to processing
of personal data which ere guided by the provis ons cf the Act. The Respondent

attached e policy as part of their evidencea.

D. ISSUIES FOR DETERMINATION
i.  Whether the Respondent fulfilied its duty to notify the Complainants of the:
use. of their contact: details as per section 29 of 1:1e Act.
ii.  Whether there was any infringement of the Complainants’ Rights as data

subjects as provided for in the Data Protection Act, 2019.

WHETHER THE RESPONDENT FULFILLED ITS DUTY TO NOTIFY THE
COMPLAINANTS OF THE USE OF THEIR CONTACT DETAILS AS PER
SECTION 29 OF THE ACT

22.Section 28 of thé DPA provides that a data confroller shail coliect personal data
directly from the data subject ana :hat tre collection from another souice is

anly necessary:

i. For the prevention, detection, investigation, proszacution and
punishment of crime.

i For the enforcement of a law which impoises @ pecuniary
penalty '

iil. For the protection of the interesis of tha data sukject or

another person.
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[h this regard, tha DPA has set out the parameters in which deta car. be
ccllected from other sources other than the data subject in question. . -

23, Siection 29 on the other Ivand provides for duty to noiify to the duta controllers
. and data processcs to the data subjects before col'ect'on of their personal
“rglatey '

24. The Respondent i its response adiv.ted to havirig cmtacted th.e Com”plainant:;
in a bid to have them inform the barroviers of their oucstanding loans. They
stated that they obtained the contacts from their borrowers who provided the
information voluntarily. Howe\ er, this office notus that the said Jata collection
falls cutside the ambit: of section 28 of the DPA.,

25. The Respondent averred that they are in the process of puttirg in-place refcrms
to ensure that guarantors are informec prior to being listed as emergency
contacts. This reform is noted. However, for the purpose of this complaint, the
Fespondent has failzd tc prove that the Complaiitarits were dul, informed of

their numbers beir. ; listed as emergency contacts.

26.1n this regard, this office finds that tha Respondent did not obtain prior consent
from the Complzinants and clid not notify them bzfore enlicting them as emergency
contacts. Further, it did not have a mechznism in place to allow the proposed
guarantor(s) to decide whether ¢r not they will guarantee the loanees, how mush
they will guarantee, and whom they will guarantee. Therefore, the Complainants
had no inforred choice when tha Respondent decided to place tham as

guarantors.

27.Therefore, this office finds that the Respordent is liable for breach of secticns 28
and 29 of the Act.
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I1.

WHETHER THERE": WEAS AIY TNFRINGEMENT OF THE COMPLAINANTS'

RIGHT5 AS DATA SUBJECTS AS PROVIDED FOR IN THE DATA
PROTEC|TON ACT, 20.19 ’

28.

29,

Sectior: 26 of the Data Protection Act provides for the rights of a cata subject

which are: -

- a) to be informec of the use to which their personal data is to be
..,:Wt‘;;.: s : L
b) to ‘access their personal data in custody of data controller or data
processo?; A ;
¢) to object tc the processing of al or part of their personal data
d) to correction of faise or misl=ading data; and

e) to delation of false or misleading data about them.

~he: Respondent, by not informing the Cbmplainants of the use to which their
p’evrsonal data was to be ptt, at the point of collection of the perscnal data,
violated their right to be informed. The Respondent collected the contacts of
the: Complainanits from its clients and did not inform the Complainants that their
personal data was being co lected and what it was going to be used for. It did
no'. inform the Complairaants that 't was collecting their mcbile phune numbers
and that it was going to pracess that information for the purpose of debt

recovery from the defalting borrowers.

0. Further, s a data controller, the Raspondent should only collact personal data

directiy from the data subject as per section 28 of the Act unless the data
subject has corsented to the collection of their data from another source.
Further, they should have informed the Complainar ts, before collacting their
phone numbers, (regardless of the mode of cullection) the fact: that they have
their phona nurnbers and that they will be contacted in tre event the borrowers

defaulted in repaying their loans.
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31.In view of the foregoirg, I find that the Respondeni violated the: rights of the
deta subjects as provided for in the Act by failing to infcm the Complainants
of the collection and use of their personal daw and that the Respordent did

not collect personal dzta directly from the data subjects.

E. FINAL DETERMINATION
32.The Deta Commissic ner there fore makes the toilowing final determination;
I The Respondent is heresy found liable.
ii.  An Enforcement Notice to hereby be issued to the Responden..
iii. ~ Parties have the right to appeal this determination to the High Court of
Kenya.

Immaculate Kassait, MBS
DATA COMMISSIONER

DATED at NAIROBI this 22 dav of 4‘1‘30" l' 2023
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