CHANTAL MARISSA F’ANDEIST COMPLAINANT
JOEL STEPHEN KUNGA......oceces cevvemrrerereses e ons s s e 2P COMPLAINANT
-VERSUS-

CREDIT BANK PLC.....c.ccerer.... RNt R E AR n e e Ry 2. RESPONDENT

(Pursuant to Sections 8 (1) and 56 cf the Data Protection Act. 2019 and R qulatior;
14 of the Data Protection (Complaints Han.llin; Procedure end Enforcemerit)
Kegulations, 2021)

A. INTRODUCTION

1. The Constitution of Kenya 2010, under Arti-le 31 (c) and (d) provides for the
right to privacy. Consequ=ntly, as an effort to furt:: guarantee ' 1e same, the
Data Protection Act, 2019 (hereinafter lknown as 'the Act’) was enacied.

2. The Offica of the Data Protection Commissioner (hereinafte “the Office’ or ‘this
Office") wes establishe:] pursuant to Sectiors 5 and 6 of the Act and is man Jated
with the responsibility of regulating the processing of personail data; ensuring
that the processing of personal daia >f a data subject is guided by the principles
set out in Section 25 of the Act; drotecting the privacy of individuals;
establishing the legal and institutional mechanism to protect personal data and
providing dzta subje ts with r ghts and remedies to protect their personal data
from processing that is not i ¢ccordance with the Act.

3. Sacticn 8 () of the Act provides that the Office can receve and invesgete any
cernplaint by any person on infringements of the rights under the Act.
Furthermor2, Section 56 (1) cf the Act provides that a data subject who is
acgrieved by a decision of any persor under the Act may lodge a compiaint
with the Data Commissionar in accoruance with the Act.
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4. It ison that basis that the Office received two comfplainté; dated 20t June 2023
pursuant to Section 56 of the Acc ancd Regulation 14 of the Data Protertion
(Complaints Handling Procedure and Enforcement) Regulations, 2021 (the
Enforcement Reguletions’). = !

5. The: Respondernit is a comraercial bank in Kenya licensed by the Centrat Bank of
Kenya (CBK) to carry out banking business under the Bariking Act, Cap 488.

6. The compleaints dated 20t June 2023 and receivec by this Jffice on 21st Junse
2023 were filed on behalf of the Ccrnp'ainants by the firm of Ojienda &
Company Advocates (‘Cempiainants advocates’) anc ccntzined two (2)
annexures as evidencé. The same ‘il be analysed in subsequent paragraphs
harein. : ’ ‘

7. The compluints raised smilar issues against the Respondent and were
consolidated pursuant to Requiation 9 (1)(a) of the Enforcemient Regulations
anc subseciuent to the complainant’s consent 17ide their advocate’s letter datec
26t June 2023.

8. Fursuant to Regulation 11(1) o the Enforcement Regulations, the Office
notified the Respondent of the ccmplaint filed against them and required their
response within 21 days. Upen receipt of the responses, the Office conducted
investigations as required by Regulation 13 (1)(d) of the Fegulations.

9. This detarmination is therefore as a result of analysis of the complaint as
receiver], the responses from the Respondent and investigations conducted by
the Office.

B. NATURE OF THE COMPLAINT

10.The Complainants had a bank-custcmar relationship with the Respondent. The
Complainants alleged that the Responclent rausad to be published to third
narties (Kenya News Makers/ Joseph Wambugu), their personal data to w.f—

“The 10 parcent cut has been paid in cash, mpesa or cash tc the accourit
of the branch manajer’s broiher and her daugiiter’s account below.
These are Joel Kunga (005XXXXXXX313) and Chantal Marissa Pande
(006XXXXX)IX675) respeciively.

(The account numbers have been redacted for purposes of this
determination)
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11.The Cemplainants alleged that the said application (sic) shared their sensitive
personal dava to third parties s a result which they suffered public ridicule and
distress. ‘ ‘ -

12.The Complainants stated that the' Respondent failed tc protect thei personal
data in line with Section 25 of the Act and 1ailed to report the dat_a brea;g;h as
per Section 43 of the Act. ' '

% 13,;Fhey attached rertified co,Jies cnf their bank statement containing their details
- from the Respondent Bank and an extract of the article by Kenyan Newsrakers
dated 6% Ma-ch 2023 authored by one Joseph 'Wamirugu.

14.The Complainants sought for the available remedies including appropriate
compensatior.

C. THIZ: RESPONDENT’S RFSPONSE

15.The Respondent responded to th= - :omplaint through a letter dated 10t July
2023 and statad that they are aware that the 2 Complainant and the 1st
Comiplainant are the daughtar and brother of the branch manager of the Bark's
Westlands E ranch respectivel, until 2:3r May 2023.

16.The Respondent stated that on or about February 2023, it was notified by the
said former branch manager that a whistleblower had written to the [ rertorate
of Criminal Investigations (‘DCI") and cthe. investigativa authcrities zlieging
that there were money laurdering cases involving ner, other staff and
customers at the Westlands Branch. According to ler, the DCI was to maie a
formal complaint against tiie Bank.

The Respondent averred that no such compizgint v.as ever mac2 and it was
inforrned that on further investigations, the investigative authorities, including
the DCI, found that the allegations by the whistleblower Fad no lega! basis and
closed the file.

17.An artic'e by James Wambugu was then published in kenya News Malers and
social media levalling similar monzy laundering allegations against the former
branch manag:r, the Complainants anc' some of i*s custcmers.

18.7The Responient statzd that ir line with its internal policies and procedures and
the CBK pruden:ial guidelines, it carried out intenal investigations to ascertan
the veracity of the allegations. It took appropriate remedial actions in line with
the findings cf its investigations.

19.The Respondent stated that it did not share the data with any third partv or
investigative agencies as alleged. Tt only learnt of the macney iaundering
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al‘isé,’;latio:'\s made to DCI and the other authorities through their former branch
manager,

20.Fu.ther, in its asserticns, the Kespondent stated that the articie whicn vIas
q_uote‘é:l by the' compiainants’ advocates in the complaint cleerly states the
sourca of the information to the blogger. “aragraph 4 of the quoted text cn tha
first page: of the letter containing the complaint read:

' = " The det3ils ol t/ve Algh-tech money laundering scherme are cam"a/ne’d in
‘a Wh/ t/eb/uwer letter writte.? m the Director of Criminal Investi; rations
(Du ), B’ari’/ng Fi raLic mvesi"/fi won  Unit (BFIU), Nairob Caunfys
4r/m1 sal mves/"/gat/an. Oﬁ/cer 1_ACC¢,'na Credit Baﬂk Heaaquarters.”

21.The Responde At stated that it was clear that the autor of the article obtained
the mformatlon on the two complainants from a letter written to the DCI by &
whistleblower and 1o : from itse'f.

22.In its response, the Respondent atached several policies and frameworks
whizh it indicated that gu:d' S ats organization on’ pro*e«smq and sharirig
customer inforrnaticn.

23.Th - Respondeni stated thet it confirms it took mitigation measures onece it was
aware of the money laundering and data breach allegations. These measures
inclure internal investications, trainings, Jata privacy gep assessmants, review
of their policies and procedures and disciplinary aciion against staff implicated
by investigations findings. However, the Respordent indicated that none of the
staff was implicated for uriawfui disclosure of Jersonal data.

24.The‘Re.espondent reiterated that it did not share any personal data of “he
Complainants and that the informatio.1 was oblained from the letter by the
whistieblower to DCIL.

25.The Respondent stated that it endeavours to have all internal policies ant!
procec ures compliait with the Act and it has adopt:d the best practices in the
management of personal data to ensure compliance and privacy of custcmers,
employees and other stakeholders.

It saated that it has adopted inbuilt mechanisms for assurance nurposes
including priviacy by default anc' design. It also indicated that they have a clear
conplairnt handling me-hanism ar.d, in their undertzkings, and pracesees, they
recognire data subiects’ rights. '

26. The Respondent indiceted that its data protection pelicy clearly outlines tha
complaints hardling mechanisms on Clause 3.1 - Contact information
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whereby a customer can contact their date protaction cfficer if they have any
questions or concerns regaraing processing of their personal data.

27.The Respondert submitted trat it is not liable for the allaged “reaches of
personzl data of the Complainants. The information in the article by James
WWamhugu was obtained from the letter to the DCT which thay were not aware
anc not responsib'e for.

D. ISSUES FOR DETERMINATION

28.Heving considered the nature of the comiplaint, and the evidence adduced by
all parties to the complaint, the following are the issues for determination of
this cornplaint;

I. Whether the richts of the Complainants were violated:

ii.  Whether the Respondent fulfilled its adligations under Section 43 of the Act;
and

li. — Whether the Compiainants are entitled to the remadies sought.

Y. WHETHER THE RIGHTS OF THE COMPLAINANTS WERE VIOLATED

29.The Complainants submitted that the Respendent: failed to protect their personal
data in line with Section 25 of the: Act.

30.Section 25 of the Act provides tha” data controllers and data processors should!
ensure that personal data is processed in accordance to the right *o privacy of the
data sulsject, that personal data is processed lawfully, fairly and in a transparent
rannzr and that the personal data is accurate and, where necessary, ept up to
date, with every reasonabie step being taken to ensure that Zny inaccurate
personal data is erased or rectified withcut delay.

31.The Comrplainant did not der.or strate how the Responuent violated the principles;
of data protection in tt eir complaint. They did not demonstrate that indeed it was
the FPespondant whao unlawfully revealed their namies and bark details to the third

party.

32.The: Respondent in their resporse: have prcven to this Office that they did not
viclate the Complainarits’ rights. They were not aware of the publicatior: of the
article and oniy krew about the money laundering allegations f-om their forrner
branch manager, which zllegat.ons do not touch on matters data protection.

33.Therefore, it is the finding of this Office that the rights of the Complainants were
nat violaled by the Respondent as there is no evidence that it is the Respondent:
thet released or revealed the complainants’ perscnai data o the third Party.
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II. WHETHER THE RESPUNDENT FULFILLED ITS OBLIGATIONS UNDER
SECTION 43 OF THE ACY

34.Section 43 of the Act provides for notification and communication of breach, where
personai data has been accessed or acquired by an unautho.ised person, and thera
i a real risk of harm to the cata subject whose perscnal data has been suoject to
the unauthorised access. A cata centroller is mandated to notify the Data
Commissioner without deley, within seventy-two hours of becoming aware of such
hreach and communicate to the data subject ir writing within a reasonably p: a.ctical
period, uniess the identity of the date subizct cannoi: be established.

35.Having feund that there was no avidence linking the Respondent to the disclosure
of the complainaits’ personal data to the third party, the obligations under the
abave pravision do ot 22ply in this complaint.

TII. \WHETHER THE COMPLAINANTS ARE ENTITLED TO THE FEMEDIES
SOUGHT
36. Having establishzad that the Respondent did not violate the Complainants’ rights,
the remedies sought by the Complainants shall not be granted by this Ofiice.

37.The Complainants did not demonstrate to this Office any financial lo:is occasioned
by the alleged infringement of their rights. Therefore, the order for compensaticn
is not juutified and shall nct be granted.

E. FINAL DETERMINATION

38.This Office notes from the evidence available that there are grave allegations of
money laundering and related financia' crimes under the Proceeas of Crinie and
Ariti-Money Launderirg Act, 2009 and the Tax Proceciures Act, 2015. To this end,
this file shall e forwarded to the Financial Peporting Centre and the Kanya
Revenue Authority for further acdon.

29.1In consideration of all the facts of the complaint @ nd evidence tenderad, the Date
Commissinner makes tne following deternination:

i.  The Complainants’ rights were not violated under the Act.
ii. Tre Complaint is dismissed.

y2
DVATED ac NATROBI this_ / £ _day of__ J 6/ kﬂ"@& © 2023

(o),

Immaculate Ka?;sait., MBS
DATA COMMISSIONER
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