OFFICE OF THE DATA PROTECTION CQIMMISSIONER

ODPC COMPLAINT NO. 0660 GF 2023

ABDINUR KASSIM & LUQMAN HUSSEIN KASSIM ( MINOR SUING THROUGH

HIS FATHER & NEXT FRIEND).....c.ucunsns Ceansiasrraneavna T COMPLAINANT
-WERSUS-
JOYCE NJOKI NGUGL T/A KORE SPA.....ccurriisessrnnnne iereesesesssssse RESPONDENT
DETERMINATION

(Pursuant to Section 8(f), 56 and 57 of the Dala Protection Act, 2013, anc' Regulation

14 or the Data Protection (Complaints Handling Procedure and Enforcernent)
Regulations, 2021)

A. INTRODUCTION

1. Article 31 (c) & (d) of the Constitution of Kenya, 2010 recognizes the right to
privacy. The Data Protection Act, 2019 (hereinafter “the Act”) was enacted to
give effect to the right to privacy. Section 8 (1) (f) of the Act provides that the
Office oY the Data Protection Commissione: (hereinafter as “the Office”) can
receive and investigate any comiplaint by any person on infringements of the
provisions of the Act. Furthermore, Section 55(1) of the Act provides tha: a
data subject who is aggrieved by a decision of any person under the Act may

lodge a complaint with the Data Commissiorier in accordance with the Act.

<. The Office is a regulatory Office, established pursuant to the Act. The Office is
mandated with the responsibility of regulating the processing of personal data;
ensuring that the processing of sersonal data of a data subject is guiclec by the
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principles set out in Section 25 of the Act; protecting the privecy of individuals;
ectablishing the legal and institutional mechanism t protect personal data and
providing data suhjzcts with rights and remedies to protect their personal data

from processing that is not in accordance with the Act.

3. On 8t May 2023, this Office received a complaint from Abdinur Kassim and
Lugrnan Hussein Kassim (Minor suing through his father and rext friend --
Hussein Kassirn) represented by Messrs G.M. Orina & Co. Advocetes

(‘Complainants’) against Joyce Njoki Ngigi T/A Kora Spa (‘Respondent’)

4, On 5t June 2023, the Office in the exercise of its mandate as envisaged under
the Act and in the promotion of justice, notified the Respondent of the
comiplaint filed against ic. In the notification of the complaint filed against the

Respondent, the Respondent was to provide: -

a) A response to the ¢llegation made against Joyce Njoki Ngjigi T/A Kora Spa
by the complainant and, a contact person who can provide further details

«is regards this complaint;

b) Provide any relevant materiais or evidence in support of their response

above;
¢) Details of how they collected, stored, and processed the complainants’ data,

d) The legal basis relied upon to process and engage with the complainant and

whether or how ttey fulfill the duty to notify under Section 29 of the Act;
e) Details (in writing) of:

(i) The mitigation measures adopted o- being adopted to address

matters arising from this complaint;

(iiy The technological and organizational saft:guards that have: been put
in place: to ensure that such cccurrence mentioned in the complaint

doas not take piace again; and

o
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(iii)Your data protection policy outlining " the complaints handling
- mechanisms to deal with mattars*relating to the rights of a data
subject unde\ the Act, the regulatlons and any alleged contr avention

dlrected to your aittentxon by data Sub]PCtS

f) Demonstratlon (hy way of a wrwtten qtaf‘ement) of |t= Ievel of compllance
Awuth the re=qmrements tnder thn A(L and the- Regulatlons In partlculdr an

;elaborcte representation of how data Sllb]PCTS cen exercise thelr r|ghts in
- relation to data protection.

5. On 3" July 2023, the Respondent filed its response to the complaini filed against
it.

6. Upon receipt of the response, investigations were conducted as required by
Reguiation 13 (1) of the Data Protection (Complaints Handling Procedure and
Enforcement) Regulations 2021.

/7. This determination is pegged on the frovisions of Rzgulation 14 cf the Data
Protection (Complaints Handling Procedure and Enforcement) Requlations 2021
which states that the Data Commissioner shall, upon the: conclusion of the

investigations, make a determination based on the findings of the investigations.

B. NATURE OF THE COMPLAINT

8. The complainant alleges that the Respondent processed the personal information
relating to the minor for commercial purposas without consent of the data subject
and the minor’s guardian.

9. In affidavits deponed on 22" June, 2023, the 1t Complainant (Abdinur Kassim)
and the 2" Complainant (sworn by Hussein Kassim the father of the minor —
Lugman Hussen Ka.sim) making similar averments, stated that on or about 11th

September, 2021, they visited the Respondent’s piace of business Inczted at Fedha
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Business Park, Embakasi for the scle purpose and intention of obta“niﬂg barber
- services, They were attenued to ay the agents and/cr servants of the R‘.spondﬁnt

who pio ceedad dto offer the barbﬂr services upon payment of requisite fee/charges.

10. Whilst in the course o‘f receuvmg the services sought, agents and/or services of the
Pes yondents took their photaqraphs which constitute persor: 1al data. At the time,
they were fc:cws\,c! on gd’tmg the servaxes souqht and did ot have cﬂy idea why

they were bemg photographed

il On 16”‘ Saptember 2021 bmtwe:en 7 pm and 8pm The Compiamanta aver tha‘t they
- discovered that the Responden* had publlsl ed the photographs taken on their
social media handles, particularly, in the Respondent’s Facebook and Instagram

handl¢s under the capticn "Barbers are cuturally significante @spa.kora @juan”

12. 1t was the Claimants’ averment that they dic' not consent to the photographs and
there was thus no legal basis for the process.ng of their photographs by the

Respondent.
C. THE RESPONDENT"S RESPONSE
3.0n 3 July 2023, the Respondent filed a response to the cbmplaint filed against ir.

14.In response to the Complaint, the Respondent denied processing the Complainant’s
data without consent and4f0r the said commercial purposes. The Respondent
stated that the photograph was not teken in an intrusive manrer so as to amount
to an infringernent of the right to privacy. According to the Respondent, 1o intimate
aspects <f the claimants’ personal lives were pub'ished and there cannot be a

reasonahle expectat.on of privacy.

15.The Raspondent further stated that the attached photographs do not reveal the
parties therein in a distressed, disheveled, or upset manner hence anodyne in
nature. That demonstrably, this conduct coupled with the posture of the claimants

unequivocally shows implied constructive consent.

16.1t was the Res;ondent’s averment that the Complaint was raised by persons with
no written authority to file the complaint on hebalf of the minor. The Respondertt
=

=
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further stated that tie evidenc

e in support cf the claim is electronic it nature and

has been adduced without a certificate of electronic evidence hence th2 samza is
inadmissible pursuant to Section 106B of the Evidence Act.

17. The Respcndent stated that

the law on privacy in Kenya is premised on the

principle of reasonable expectation of privacy, a principle borrowed from the House
of Lords decision in Campbell ve MGN Limited ( 2004). They also staied that there

is no reasonable expeciation of privacy in a public place and that routine acts such

as visiting a barbershop should not attract any reasonable expectation of privacy

pursuant to the decision.

18.1t was averred *hat the cantion on top of the photographs carries witt: it some

generalized information that barbers are ‘cultural’y significante’ and does not

convey any private information of the data subject and that is not advertisement

o comimercialization of the da

that the claimants’ personal da

19.The Respondent alsc averied tf

ta. The Respondent stated that no evidence exists

ta was used for commercial purpose.

1at from the objectionable photos attached the data

subject is not identifiable by tne general public and focusses more on the haircut

style and not the per<on.

20. Further, it was the Respondent’s

pulled down immediately upon

position that the alleged infringing p'iotos were
request by the data subject as per the Respondent’s

privacy policy. On this the Respondent piaced reliance on the case of Jessica

Wanjiru -vs- Davinci (2017)ek

D. ISSUES FOR DETERMIN

1R.

ATION

i.  Whether the Respondent processed the Comiplainants’ personal data for

commerciai purposes without their consent.

ii.  Whether the Respondent has violated the principles of Data Protection as

envisaged in tha Data Prctection Act, 2019,
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E. ANALYSIS AND DETERMINATION

J. WHETHER THE RESPONDENT PROCESSED THE COMPLAINANTS'
PERSONAL DATA FOR COMMERCIAL FURPOSES WITHOUT
CONSENT.

21.Before delving into the substence of the complaint, the Office notes that upon
conducting investigations into this case, we could not find the alleged photographs
that were used for commercial purposes by the Respondent on the Respondent’s

social media platforms (Facebook & Instagramj.

22.Notably, nowever, the Respondent in their response deted 3 July, 2023 do not
deny having posted the Complainant’s image on their social media platforms. What
they contend is that the photograph was not taken in an intrusive manner, the
data subjects are riot identifiable by the general public, that the parties are
anodyne in nature implying constructive consent aad ‘hat there was no reasonabie
expectation of privacy in a public spa (a publiz space). In their response, they state
that the infringing photos were pulled down immeadiately upon request by the data

subject.

23.Section 37 of the Act is couched in clear terms and provides as follows —

(1) A person shall not use, for commercial purposes, personal data

obtained pursuani to the provisions of this Act unless the person—

(a) has sought and obtained express consent from a data subject; or
() is authorised to do so under any written law and' the data subject
has

been informed of such use vrhen collecting the data fron: the data

subject.

(2) A data controller or data processor that uses personal data for
commercial purposes shall, where passible, anonymise the data in such

a manner as to ensure that the iata subject is no longer identifiable.
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24.0n its part, Regulation 14 oi the Data Protection (Generel) Regulations, 2021 states
that a data controller shall be considered to use personal data for commercial
purposes where personal data of a cata subject is used to advance commercial or
economic interests, including ;«n'ducing another person to buy, reni, lease, join,
subscribe to, provide or exchange products, property, information or services, or

enablirg or effecting, directly or indirectly, a commercia transaction.

25.Following from the above ’definition, thisv‘(‘)fﬁce finds that the photographs posted
on the Respondent’s social mediba pages were aimed at advertising the
Respondent’s business and were thus used for commercial purposes. There was
no attempt to anonymise the data subjects, who are clearly identiviable from the

phctographs.

26. Publishing personal data on the such platforms exposes individuals to risks of their
fundamental data protecticn rights and may alsc cause real damage and harm to
effected data subjec:s. particularly, loss of control over their personal data. Where

the personal data is that of a minor, Section 33 of the Act provides thus —

(1) Every data controller or data processor shall not proc:ss personal
data relating to a child umess— |

(@) consent is given by the child’s parent or guardian; and

(b) the processing is in such a manner that protects and advances the

rights and best interests of the child.

27.There is no evidence before this Office that the Respondent processed the personal
data relating to the 2" Complainant with the consent of his parent/guardian. The
processing of the child’s image was, in fact, not in a mannsar that protects and
advances tne rights and best interests of the child.

28.The Respondent, as the data controller, has feiled to demonstrate that they
obtained the express consent of the 1* Complainant himself and the express
consent of the parent/guardiar of the 2" Complainant, to post their photographs

on their social media platforms. The conditions of consent are provided for under
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Section 32 of the Act where subsection (1) places the burden of proof upon the
data controller and data processor to prove that th hey obtaired the da‘la subject’s

consent to the processing of their personai daL_a for specified purpose.

29.Further, Regulatlon 4 of the Data t’rotechor (Genera') Regulations, 2021, psowce
for the proressmg of personal data on the basis of the consent in accordance with
Section 32 of the Act. The data controller or data proces;sor is rnandated to, in

seeking cunse-nt prior tQ the processing, irfcrm the data sub]ect of, among others:

i _Thm purpase\ of euch of the prncei,smg operatmns for which
consent is sought; '

ii. The type of personal data that is (‘.@llected and used;
iii. The right to withdraw consent; and

iv. The implications of providing, withholding or withdrawing

consent.

30.Sub-regulation 3 states fthat in obtaining consent from a data suoject, a data
controller or a data processor shalf ensure that the data subject veluntarily gives
consent and consent is specific to the purpose of processing.

31. The images posted identify nawral persons and should not ba posted via social
media or any other online platform without the express consent of the dafa subject
as provided in Section, 22(1)(a) as rzad with Sectiori 33(1) of the Act. To this end,
the contention by the Respondent that by their anodyne 1ature, the Complainants
implied constructive consent fails. For purposes of processing of personal data for

comme-cial purposes, e advertising, consent must te express.

II. WHETHER THE RESPONDENT HAS VIOLATED THE PRINCIPLES
OF DATA PROTECTION AS ENVISAGED IN THE DATA
PROTECTION ACT, 2019

32. Section 25 of the Data Protaction Act provides for the principles of data protection.

25. Principles of data protection

Every data controller or cata processor shali ensure taat perscnal data is:
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i Processed in accordanca with the right to privacy of the cata subject;

fi. Processec! lawfully, fairly, and in a transparent manner in relation to
any data subject:

iii. Collected for explicit, specified, and legitimate purposes and not
further processed in a manner incompatible with those purpose:;

iv. Adequate, relevant limited to what is necessary in relation to the
purposes for which it is processed;

v. Collected only where a valid expwlahatian is provided whenever
information relating to family or ;'Jrfvate afiairs is requinad;

vi. Accurate and, where nelcessary, kept up to date, with every
reasonable step beiing taken to ensure that an ¥ inaccurate personal
data is erased or rectified without del A

vii.Kept in & form which identifies the data subjects foir no longer then
Is necessary for the purvoses for which it was collected; and

Viii. Not transferred outside Ken ya, unless there is proof of adequate
data protection safeguards or consent from the data subject.

33.The Office finds thet by uploading the Complainarits’ photographs on their social
media platforms without their consent, the Respondent did not process the
personal data in a manner that complied with the right to privacy of the data
subject. The processiag was reither lawful, fair, or transparent. The data subjects
were not informed cf the explicit, specified and legitimate purposes for which the
photograghs veere processed.

34.However, the Office notes that the Complainants exercised their ights as
envisaged under Section 26 of the Act with the Respondent in the first instance
and the photographs were pul'ed down. Noting that this complaint was filed on eth
May, 2023, in respect of photographs that were taken and posted on 11t
Septemker, 2021, this Office is unable to establish the length which the
photoqgraphs remained online. Nonetheless, in conducting its investigations as
mentioned hereinbefore, this Office did not find the photographs on any of the

lesponcient’s socicl media platforms.
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F. FINAL DETERMIMATION

35.The Data Commissioner therefore makes the fcllowing finel determination;

i. A declaration is hereby issued that the Respondent did not obtain the express
consent of tne Complainants to process their perscnal data for commercial
purposes, contrary to Section 37 of the Act.

i.  An Enforcement Notice do issue against the Respondent.

iii. Parties have the right tc appeal this deterimination to the High Court of Kenya.

DATED st NAIROBI this o2 | day of 4__‘57‘” £ 2023,

Immaculate Kassait, MBS

mnmy/
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